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Abstract

A technique for finding errors in computer programs is to translate a given program and its
correctness criteria into a logical formula in mathematics and then let an automatic theorem prover
check the validity of the formula. This approach gives the tool designer much flexibility in which
conditions are to be checked, and the technique can reason about as many aspects of the given
program as the underlying theorem prover allows. This paper describes a method for reconstructing,
from the theorem prover’s mathematical output, error traces that lead to the program errors that the
theorem provedisavers.
© 2004 Elsevier B.V. All rights reserved.

0. Introduction

Mechanical tools that analyze software @asch of errors can help find software defects
earlier in the development process, which reduces the overall cost of software development.
Some software analyses focus on a paréickind of program error, for example index
bound errors in programs with array§ pr car-of-atom errors in functional progranisj.

A more gerral approach is to encode the program’s correctnessaigfiaation condition,
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Cup.java:13: Warning: Possible null dereference (Null)
int y = t.£f;
Execution trace information:
Executed else branch in "Cup.java", line 5, col 1.
Reached top of loop after O iterations in "Cup.java", line 8, col 1.
Executed then branch in "Cup.java", line 9, col 12.
Executed break in "Cup.java", line 10, col 2.

Fig. 0. Example output from ESC/Java, calling attentionpossible error and showing an execution trace leading
to the program point of the reported error.

a logical formula that is valid if and only if the program is free of the classes of errors that
are analyzed. A theorem prover can then be used to determine the validity of the verification
condition.

While this translation of a program into mathematics provides a flexible approach for
encoding a variety of program properties—as many as the theories of the underlying
theorem prover support—it may not be obvious how to translate the theorem prover’s
output back into something that a programmer can make sense of. In this paper, we
show a method for constructing the verification condition in such a way that it is easy to
reconstruct, from the theorem prover’s output, a trace in the program that leads to the error
that the theoremrover has discovered. The method has been implemented in the Extended
Static Checker for Java (ESC/Java]]l It enables ESC/Java to produce warning messages
like theone shown irFig. O.

Our method can be used with a variety ofutation-based theorem provers. Our
implementation of the method in ESC/Java makes use of a spaloéhing feature, which
ESC/Java’s theorem prover, Simplif§][ supports. The labeling feature lends itself to an
efficient implementation of the method.

We start by showing the generation of verification conditions for a toy language.
We then destbe our view of the theorem prover and labels.Section 2 we review
how the labeling mechanism was used in the Extended Static Checker for Modula-3
(ESC/Modula-3) 7], and also in ESC/Java, to pinpoint thacation of an error, that is,
the point in the ppgram where the error is manifested.Saction 3we show our method,
which allows the tool to output not just the location of the error, but also an execution trace
leading to the erroSection 4considers some programming constructs beyond those in the
toy language an&ection 5considers some implementation issues. The paper ends with
some related wirand a onclusion.

1. Preliminaries

To explain our method, we introduce a simpi@perative programming language.
Programs written in thisource language can contain a single kind of error, array index
out-of-bounds error$Section 4discusses the extension of our method to a richer language.

To find errors, we translate the sourcedmage into a verification condition in two
steps 18 we first desugar the source language into a more primititermediate
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@
2

Id:= Expr

Id:=1d [ Expr ]

Stmt ; Smt

if Cond then Stmt else St end
Cond A Cond | Cond v Cond | —Cond
(Cond)

Expr = Expr | Expr < Expr
false | true

Expr 4+ Expr | Expr — Expr
(Expr)

Id

o|1|2]---

Cond ::

Expr :

Fig. 1. The grammar of the source language.

language and then compute verificatioanditions from the intermediate language
according to the semantics weakest preconditions[8,22).

1.0. Sourcelanguage

The source language operates on (implicitgcldred) variables whose type is either
integer or array of integer. The grammar of the source language is shdvig.if. To keep
the language as simple as possible, an ak&an be used only in the special assignment
staementx:= A[i], wherex denotes an integer variable andenotes an (integer-valued)
expression. For brevity, we have omitted array updates, so the arrays are effectively read
only. Also, for simplicity, we assume that all arrays have length 100. Expressions used
toindex into arrays must therefore be non-negative integers less than 100. The verification
conditions we will produce are valid if and only if the source program is free of array index
out-of-bounds errors.

1.1. Intermediate language

We transhte (‘desugar”) source programs into programs in a more primitive
intermediate language whose grammar is showfim 2 In the intermediate language,
there are maps instead of arsa the difference is that maps can be applied (using the
functionselect) to any irteger, whereas arrays can be ire@donly at integers between 0
and 99 inclusive.

The commands in our simple intermediate language always terminate, but there are
three kinds of termingon: normal, erroneous, and miraculous. We use normal termination
to model state changdn the surce program. We use erroneous termination to model
errors in the source program. For our source language, these errors are array index
out-of-bounds errors. We use miraculous termination to model the programmer being
“off the hook” (that is, absolved of respondity for any subgquent error; see, e.g.,
[0,20,22,21,18)).

An assignmehcommandx:= E updates the state by setting the variabte the value
of the expressioi and then terminates normally. The commaastert P andassume P
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Cmd :: Id:= Term

assert Formula

assume Formula

{Cmd}

Cmd ; Cmd

Cmd 0 Cmd

Formula = Formula

Formula A Formula | Formula v Formula | —Formula

(Iblneg Id: Formula) | (Iblposid: Formula)

(Formula)

Atom

Term = Term | Term < Term

Id

false| true

Term+ Term | Term — Term

select(Term, Term)

(Term)

Id

0|12 ---

Formula ::

Atom ::

Term ::

Fig. 2.Cmd gives the grammar of the intermediate-language commé&odswla also gives the grammar for the
formulas of verification conditions.

terminate normally, without changing the stateRiévaluates tor ue; otherwise, thessert
staement terminates erroneously and #ssume staement terminates miraculously. That
is, thecommandassert P in effect says that the programmer is responsible for making
sureP holds, whereasssume P says that the programmer is off the hookRfdoes not
hold.

The commandC ; D executesC and then, ifC terminates normally, execut& The
commandC 0 D arbitrarily (“*demonically”) chooses to execute eitf@iwor D. We let;
bind more strongly thafl and use curly braces to irddite a different grouping.

The expressions in the intermediate language includesdteet function, which is
used to dereference maps. Theneg and Iblpos expressions are explained later. As
suggested by the grammar, some formulasatomic, meaning that they have no proper
sub-formulas. Aliteral is an atomic formula oits negatbn. According to the grammar,
both atomic formulas and terms can be identifiers. The term identifiers correspond to
program variables; the formula identifiers are uninterpreted predicate symbols, which we
use later in the paper.

Here and throughout; binds more strongly than and v, which inturn bind more
strongly than=.

The translation from the source language into the intermediate language is performed
by the functionDesugar, defined inFig. 3. Theif staement is desugared into an arbitrary
choice between two commands, each one guarded bwyssume staement, which
has the effect of the programmer gettinff the hook if the inappropriate branch is
chosen.
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Desugar(x:=E) =
X:=E
Desugar (x:= A[E]) =
assert —(E < 0) A E < 100; x:= select(A, E)
Desugar(S; T) =
Desugar (S) ; Desugar(T)
Desugar (if Pthen Selse T end) =
{assume P ; Desugar (S) [ assume —P ; Desugar(T)}

Fig. 3. The desugaring of source-language statéminto intermediate-language commands.

wpx:=E, R} = R[x:=E]
wp(assertP, R) = PAR
wp(assumeP, R) = P =R
wp({C}, R) = wWp(C,R)
wp(C:; D, R = wp(C, wp(D,R))

wp(COD, R = wp(C R Awp(D,R)

Fig. 4. The weakest preconditions of commands with respect to any foRariethe post-state.

1.2. Verification conditions

Verification-condition formulas follow the same grammar as the formulas in the
intermediate language shown Kig. 2 To translate from the intermediate language into
formulas, we use weakest preconditioB2P]. For any command and formulaR on
the post-state o€, the weakest precondition of with respect toR, written wp(C, R),
characterizes the set of pre-statesCofrom which execution teninates namadly in a
state satisfyindr or terminates miracolsly. Formally, we definep over the strature of
commands, as shown Fig. 4, whereR[x := E] denotes the forma identical toR but
with each occurrence ofreplaced withE.

We have now defined a translation from thausce language to verification conditions.
In particular, for any source prograBthe famula:

wp(Desugar (S), true) 0
is valid if and only ifSis free of errors (that is, if and only if erroneous termination is not
apossible outcome dbesugar (S)).
1.3. Proof procedure

We postulate an automatic proof procedure (theorem prover) that takes a logical formula
as input and produces as output an indication of whether or not the formula i€ vaid.
indication of “invalid’ i saccompanied with eounterexample context, as we @scribe next.

OFor thepurpose of this paper, it does not matter if the prpafcedure is mathematically complete, but an
incompleteness in the proof procedure can resulpimisus warnings being produced by the program checker.
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A counterexample contex@ for a given formulaP is a conjunction of literals (that is,
possibly negated atomic formulas) that satisfies the following two conditions:

(Q = —P) valid
and
Q satisfiable

The first condition states th@entails—P; thesecond condition states thais satisfiable:
Equivalently to thinking ofQ as a counterexample context f8rwe may tlink of Q as a
satisfying context for —P.

To check a source progra@for errors, we angruct the verification condition0j and
pass it to the proof procedure. If the proof procedure responds with “valid”, the program
is correct; if the proof procedure responds with a counterexample context, the program
contains an error.

For example, onsider the following contrived source program:

if =(k < 10) A k < 20then

j:=k
else

j:i=k (1)
end;
X:= A[]]

The desugared version of this program is:

{ assume—(k < 10) A k < 20;
ji=k

0 assume—(—(k < 10) A k < 20) ;
ji=K};

assert =(j < 0) A j < 100;

X:= select(A, j)

The verification condition for the program is:

(—(k<10) Ak<20=

—(k<0) A k< 100A true) A
(=(=(k<10 Ak<20 =

—(k <0) A k< 100 A true)

A counterexample context for this program is:
k<O

which reveals the existea®f an error intie program.

L1 0r rather, satisfiable insofar as the proof procedtan tell, since the proof procedure may in general be
incomplete. From now on, we won'’t continte belabor the point about completeness.
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In the next section, we describe how to determine the source-program location of an

error from a counterexample context. Before we do that, we need to explain labels.
1.4. Labels

The time has come to explain theneg andlIblpos formulas, which are used to label
sub-formulas. Intuitively(Iblneg L: P) and (Iblpos L: P) are logically equivalent té
but cause the proof procedure to emit the labelhen producing a counterexample in
which P has the indicated sense (negative or positive, respectively; the®ist P), and in
which the labeled occurrence Bfis “relevant”. Formally, we dfine the labeled formulas
as follows:

(IblnegL: P) = PV L @
(IblposL: P) = PA-L

where, on the right-hand side, we use labak an uninterpretegredicate symbol.

If the identifiers used as labels aretdtist and distinct from other identifierthlneg
is usedonly in positive contexts, aniblpos is usedonly in negative contexts, then the
labeling of sub-formulas in a formuR yields a formulaP’ that is valid if and only ifP
is. Worded differently;-P and—P’ areequisatisfiable. Here’s a proof sketch. Let's writE®
asP (A, B, C), whereP is monotonic inA and antimonotonic iB. That is,? usesA only
in positive contexts an& only in negative contexts. Lét andM be any identifiers that
do not occur inP (A, B, C) (but weallow L andM to be the same identifier). We can now
think of P’ as:

P((blnegL: A), (IblposM: B), C)

We calculate:

P(A, B, C) valid
= { weaken positive contexts and strengthen negative contexts }
PAvV L, BA-=M, C)vadid
= { (2): ddfinition of Iblneg andlblpos }
P((blnegL: A), (IblposM: B), C) vaid
= { (2): ddfinition of Iblneg andIblpos }
PAV L, BA-=M, C)vadid
= { aformula remains valid under instantiation, so instantiate
bothL andM with false }
P(A v false, B A —false, C) valid
= { logic }
P(A, B, C) valid

which shows,  mutual implicaion, thatP andP’ are equally valid.
The label set of a counterexample contefl is the set of labelyambols that appear
negated inQ. We assume that the pof procedure does not gratuitously negate label

symbols, buthat it only gives values to label symbols when such values are needed to

produce a counterexample context.
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Next, we bok at how labels can be used in the geation of verification conditions so
that their appearance in a counterexample context tells us something about the errors in a
source program.

2. Error locations

The translation from the source language to the intermediate language introduces an
assert statement for each check to be performed on the program. For example, in our toy
language, an assertion is generated for every array access in a program, to ensure that the
access is within the appropriate bounds. If the proof procedure produces a counterexample
context, it is because at least one of thas&rt statements cannot be proven always to
swcceed. We would like to extract from a courdekample context enough information to
tell which of the many assertions is potentially erroneous.

Tothisend, in ESC/Modula-37], and subsequently also in ESC/Ja%4,1 8], assertions
in the intermediate language are adorned with tiegdabels. The labels encode the kind
of error and the location in the source program of the statement that desugars into the
assertion. We change the desugaring of array accesses from that gihign3to:

Desugar (x:= A[E]) =
assert (Iblneg ArrayAccess@l.c. —(E < 0) A E < 100 ;
X:= select(A, E)

wherel andc denote the line and column in the source program where the assignment
occurs, and where ‘@’ and ‘.’ are specialathcters that can appear in intermediate-
language identifiers.

Consider again our examplé)(from the previous section. Assuming the array access
is at line 218, column 23 of the source program, the desugared version becomes:

{ assume—(k < 10) A k < 20;
ji=k
0 assume—(—(k < 10) A k < 20) ;
ji=K};
assert (Iblneg ArrayAccess@21823: —(j < 0) A j < 100 ;
X:= select(A, j)

The verification condition then becomes:

(=(k<10) A k<20 =

(Iblneg ArrayAccess@21823: —(k < 0) A k < 100 A true) A 3)
(=(—=k<10 Ak<20 =

(Iblneg ArrayAccess@21823: —(k < 0) A k < 100) A true)

Expanding theblneg expressions, we get:

(=(k<10) A k<20 =

((=(k < 0) A k< 100 Vv ArrayAccess@21823) A true) A
(=(—=(kk<10 Ak<20 =

(=(k < 0) A k< 100 v ArrayAccess@21823) A true)
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Finally, the counterexample context produced is now:
k<0 A —ArrayAccess@21823

The appearance of the negated label in the counterexample context reveals which array
access in the source program is potentially erroneous.

We remak that there are two occurrences i) (of the sub-formula labeled with
ArrayAccess@21823. This duplication comes about from the definitiomgiC 0 D, R)
in Fig. 4 The duplication suggests a way to generate labels that encode not just the location
of an error but also the entire executicetip leading to the error: simply define:

wp(C O D, R = wp(C,R) A wp(D, R) 4)

whereR’ is R in which the labels bear additiongualifications to encode branching
through the second commanD)( However, in pratice, it is important for performance
reasons to avoid this duplication altogether, so it is not possible to use thedgea (
ESC/Java follows a schem®,]16] that ssmetimes gives verifi¢teon conditions in a form
significantly smaller and/or easier togwe than those generated accordingig. 4. For

the present example, thisreme produces only one occurrence of the formula labeled with
ArrayAccess@21823. For simplicity in this paper, we continue to use the straightforward
encoding ofvp(C O D, R) as shown irFig. 4.

3. Error traces

The error location itself sometimes does not contain enough information for a
programmer to figure out how the error may arise. In our running exarbple¢ learn that
the array access at the end is potentially erroneous, but we don’t know whether the problem
arises by passing through ttigen or theelse branch of the precedinif staement. In this
section, we describe how to use labels to determine a conesletetrace that represents
a <enario under which the erroneous statement may fail.

We extend the labeling method of the previous section. In addition to labeling assertions,
which represent the various program checks, we now labela@saome staement, which
represents a particular branch of #gnstaement. The assumed conditions end up in
antecedents (negative positions) lire tverification condition, so we usklpos formulas.

We change the desugaring dfstaements from that given iRig. 3to:

Desugar (if Pthen Selse T end) =
{ assume (Iblpos Then@it.ct: P) ; Desugar (S (5)
0 assume (Iblpos Else@le.ce: —P) ; Desugar(T)}

wherelt andct are the line and column of théen branch ande andce are the line and
column of theelse branch.



218 K.R.M. Leino et al. / Science of Computer Programming 55 (2005) 209-226
The desugared version of our running examf)enpw looks as follows:

{ assume (Iblpos Then@214.5: —~(k < 10) A k < 20) ;

j:=k
0 assume (IblposElse@2165: —(—(k < 10) A k < 20)) ;
j:i=k

1
assert (Iblneg ArrayAccess@21823: —(j < 0) A j < 100 ;
X:= select(A, j)

The verification condition, with labels expanded, becomes:

((=(k < 10) A k < 20 A =Then@2145) =

((=(k < 0) A k< 100 Vv ArrayAccess@21823) A true) A
(=(=(k < 10) A k < 20) A —Else@2165) =

(=(k < 0) A k< 100 v ArrayAccess@21823) A true)

Finally, the counterexample context produced is now:
k<0 A —ArrayAccess@21823 A —Else@2165

The negated labels in the counterexample exttow reveal both a particular array access
in the source program and an execution triacthat access that is potentially erroneous.

4. Other programming constructs

In this section, we consider how to deal with a larger source language, one that contains
short-circuit boolean operators, exceptions, loops, and procedures.

4.0. Short-circuit boolean operators

Short-circuit boolean operators in expressions also give rise to branches in executions.
To describe our method for short-circuit boolean operators, we consider a small extension
of our source language. We modify the grammar forifretaement as follows:

Smt o= ...
|  if CCondthen Smt else Smt end
CCond ::= Cond
|  Condcand CCond

wherecand is the short-cirait operatorconditional-and. For simpicity, we allow the new
operator only as a top-level operator in the guard sfaements.

The new desugaring @ffis different fram theprevious desugaringy in two ways. First,
we introduce a fresh variable to hold the value of the evaluated guard expression. Using
Eval (CP) to denote the desugaring that causes conditional expre§¥toio be evaliated
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and its result to be assigned to variableve chage the desugaring of staements from
(5) to:

Desugar (if CP then Selse T end) =
Eval(CP) ;
{ assume (Iblpos Then@lt.ct: «) ; Desugar (S
0 assume (Iblpos Else@le.ce: —«) ; Desugar(T)}

Second, to track the branching introduced by the short-circuit boolean operator, we define
Eval as follows, for any non-conditional expressiBrand any expressioQ:

Eval(P) =
k:=P
Eval(Pcand Q) =
k:=P;
{ assumex ; Eval(Q)
0 assume (Iblpos Cand@l.c: —«)}

wherel andc denote the line and column in the source program of the operarnol2

Note that we introduce a label only for the case when evaluatiooaofl is actually
short-circuited. We found from experience with ESC/Java that too many error-trace labels
in the tool’s output (and hence in the resulting error trace presented to users) can be more
distracting than helpful. Therefore, we use a label only in the “unexpected” case where the
short-circuit nature of the conditional operator is used.

4.1. Exitsand exceptions

Programming languages may offer several mechanisms to avert normal control flow,
for example to exit loops prematurely or tmysal a special condition that is handled in
same enclosing context. To describe our method for such language features, we extend
our source language with named blocks and exits (which can be generalized into a fuller
exception mechanism):

Smt o= ...
|  nameld {Smt}
| exitld
A block statementname N {S} introduces a namBbl that can be used iexit staements
inside S. The execution of such a statemeetit N causes the entire block statement to
terminate; that isgxit N transfers control tohte point immediately following the block
staement.

250me eaders may have noticed the conflation of forraudad termsthe desugaring shown here assigns
formulas to tke variablex. ESC/Java actually employs a slightly more complex desugaring (beyond the scope of
this paper) involving a reflection of the formuléese andtrue into the term domain.
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To desugar named blocks, we extend thenmiediate language with the ability to raise
and handlexceptions:

Cmd = ...
| raise
|  try Cmd catch Cmd end

In the presence of these features, intermediate-language commands have a new possible

outcome: they can terminaexceptionally in some state. Theaise staement always
terminates exceptionally, without changing the program state. The statement:

try C catch D end

executesC and then, ifC terminates exceptionally, executes The canmandD is often
called arexception handler. We amit from this paper a weakest-precondition formalization
of commands with exceptional outcomes, but see, €.g§5[L5].

Named blocks and exits are desugared as follows. First, we introduce a special variable
& that records the label in the most recexit statement. Without concern about labels, we
would then defindesugar on the new statements as follows:

Desugar (exit N) =
&:=N;rase
Desugar(nameN {§}) =
try
Desugar (S)
catch
assumeé =N
0 assume—(¢ =N) ; raise
end

where the block names are treated as lsglc constants with ditinct values. The
desugaring okxit records the name of the specified exit and then raises an exception.
The block statement desugars intérg command that behaves like the desugarin,of
except that it turns any exceptional termination whigee N into normal termination. With
labels, we use the flowing desugaring:

Desugar (exit N) =
assume (Iblpos Exit@l.c: true) ; £ := N ; raise
Desugar(nameN {§}) =
try
Desugar (S
catch
assume (Iblpos EndBlock@lb.cb: & = N)
0 assume—(¢ =N) ; raise
end

wherel andc denote the line and column of tiegit staement andb andcb denote the line
and column of the end of the named block. We record the point oftheby a positive
label ontrue, which will appear in any counterexample context that involvesetie
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This label allows resulting error traces to highlight the origin of a thrown exception. By
also including a label on entry to the exception handler, resulting error traces highlight
where the thrown exception is caught, which can be many source lines apart from the
exit staement. We have chosen not to include eeldior the case where the exception is
re-raised, to be handled by an enclosingckldut this could easily be incorporated.

4.2. Loops

We consider the addition of an iterative construct to the source language:

Smt = ...
|  loop {inv Cond} Stmt end

where the condition gives programmers the ability to specify a loop invariant (which may
be the trivdinvarianttrue). For simplicity, the loop has no explicit loop guard; instead, the
loop is an infinite loop that can be exited prematurely by enclosing the loop inside a named
block and usingexit staements inside the loop (see the previous subsection).

ESC/Java provides two different desugarings of loops. We describe each one.

The full (“safe”, “sound”) translation of a loop considers an arbitrary iteration of the
loop body. For a loop at linkand columrr, this desugaring is:

Desugar (loop {inv J} Send) =
assert (Iblneg Looplnvinit@l.c: J) ;

assumeJ ;

assume (Iblpos LoopHead@l.c: true) ;
Desugar (S) ;

assert (Iblneg LooplnvMaintained@l.c. J) ;
assumefalse

where the *..” assgns arbitrary values to the assignment targets of the loop. By
following this arbitrary assignment with the commaasdume J, the inermediate program
effectively models the execution of an arbitrary number of loop iterations X€}).[The
commandassume false at the end of the desugaring has the effect of ending the checking
after this arbitrary iteration (but remember that the loop body mayexisestaements to
continue execution beyond the loop).

This desugaring uses different labels for the two loop-invariant checks, one for checking
the loop invariant on entry tthe loop and one for checking the maintenance of the loop
invariant by the loop body]8]. These labels allow error traces to give programmers precise
information about whyd is not a valid loop invariant. For the benefit of error traces, we
also include a label at the beginning of the arbitrary iteration.

ESC/Java also provides a limited desugaring of loops, in which it unrolls loops a
specified number of times. This limited desugaring does not capture all possible executions
of the loop, and so may cause the checker to miss errors; in return, the checker is faster and



222 K.R.M. Leino et al. / Science of Computer Programming 55 (2005) 209-226

can do some useful checking without the need for non-trivial loop invaridit$][ For a
loop at linel and columrt, thislimited desugaring fok unrollings is:

Desugar (loop {inv J} Send) =
assert (Iblneg Looplnvinit@l.c: J) ;
Unroll(loop {inv J} Send, 0, k)

Unroll(loop {invJ} Send, j, k) =
assume (Iblpos LoopHead.j@l.c: true) ;
Desugar(S) ;

assert (Iblneg LooplnvMaintained@l.c. J) ; ifj <k
Unroll(loop {invJ} Send, j+ 1, k)
assume false otherwise

For examte, fork = 1, this desugaring yields:

assert (Iblneg Looplnvinit@l.c: J) ;
assume (Iblpos LoopHead.0@l.c: true) ;
Desugar (S) ;

assert (Iblneg LooplnvMaintained@l.c: J) ;
assumefalse

We have simplified this explanation a bit too much. As stated, the resulting labels
would not all be distinct, and thus would not allow the tool to determine which loop-
body branches were considered in which unrolling of the loop. For example, suppose the
loop body contains aif statement and suppose the number of loop unrollikgsbve)
is set to 2. Then, if a counterexample contesises because of a program error that is
reached by taking ththen branch in the firstteration and theslse branch in the second
iteration, then both of the labe®hen@It.ct andElse@le.ce would appear negated in the
counterexample context, but there would be no information as to which branch is taken
during which iteration.

To awid this problem, ESC/Java adds a seqeenonber to each label generated during
verification-condition generation, with the property that the sequence numbers reached in
any execution of the intermediate-language program appear in ascending order. ESC/Java
then sorts the trace labels returned by theorem prover according to their sequence
numbers, and prints the error trace information in that order.

4.3. Procedures

Without going into the details of procedure desugaring (see, &815), we briefly
make a couple of notes about labels and procedure calls.

We have found that it is sometimes useful to point out calls in an error trace. This is
especially true if a procedure call is inlined. To include such a label, our desugaring uses a
command like:

assume (Iblpos Call@l.c: true)

at the beginning of the procedure-call desugaring.



K.R.M. Leino et al. / Science of Computer Programming 55 (2005) 209-226 223

If a call is inlined, it may also be useful to provide a label at the point where execution
is resumed in the caller, since the caller d@hd return in the calle may be may source
lines apart. Moreover, even if calls are not inlined, we have found it useful to include a
label for the case that corresponds to an exceptional return from the procedure. To avoid
getting multiple occurrences of the same label when a procedure is inlined in several
places, ESC/Java adds sequence numbers to labels, as we described above for unrolled
loop iterations.

5. Implementation considerations

Our definition of labeled formulag?) alows our mehod to be used with any proof
procedure that does not gratuitously nedabesl symbols in its counterexample contexts.
However, if labeled expressis are actually expanded into disjunctions or conjunctions
according to 2), there is sometimes an adverse impact on prover performance.

Consider, for example, a source program containing the fragment:

x:=A[j];
y:=A[jl+1

In the absence of labels, the two array accesses give rise to the same assertion in the
intermediate language, namely:

assert =(j < 0) A j <100

Since here is no assignment {detween the two instances thfese assertions, they will
give rise to two instances of the same subfolanini the verification condition. With labels,
expanded according t@®), the two &signments may give rise to different assertions:

assert (—=(j < 0) A j <100 v ArrayAccess@104.11;

assert (—(j < 0) A j <100 v ArrayAccess@105.11

and thus to different subformulas in the verification condition, making it more likely that
work done by the prover in refuting the padssity of a bounds error on the first access will
have to be repeated in order to refute plossibility of abounds error on the second access.

In the course of the ESC/Modula-3 projestme verification conditions were found
to suffer from performance problems of tlsert describé atove. Consquently, the
Simplify theorem prover was changed to accefmdled formulas in its input and treat them
specially [6,7]. The result is that Simplify’s performance on ESC/Modula-3 and ESC/Java
verificaion conditions is almost identical to its performance on the same verification
conditions with all instances afblpos L: P) and (Iblneg L: P) replaced byP. That
is, there is virtually no extra cost for reporting error locations and traces, compared to
merely reporting the presence of a potential error. By contrast, the naive trea@nleas (
on average (although not always) a deleterious effect on perform@nce [

Simplify also uses labels to control its generation roéltiple counterexample
contexts [6]. Briefly, certain labels are designated amjor labels. After reporting a
counterexample context that includes a major label, Simplify continues to search for
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additional counterexamples, but ignores portions of the search space that would give rise to
counterexample contexts containing any already-reported major label. ESC/Java uses this
facility by generating major labels for error locations and minor labels for execution traces.
In this way, it can report possible program errors at many locations in a single routine, but
will report only one execution trace (rather than a potentially exponential number) leading
to each possible error.

The combination of error locations and erteaces has turned out to be sufficiently
informative that this information is the only information that ESC/Java reports in most of
its warning messages. In a few cases &bbt for broken object invariantd f]), however,
it has been found necessary and useful toaettand report additional information from
counterexample contexts.

6. Related work

We know of one other program checker that ugesiutomatic theorem prover to analyze
programs and reports execution traces leadintpé possible errors it discovers, namely
JACK [2]. JACK'’s approach is quite different from ours: whereas ESC/Java generates
one verification condition per method implementation, JACK generates one verification
condition (called a lemma) for each executi@ilpthrough a method implementation. This
makes it trivial to report a particular execution trace for each unproved lemma, but has the
considerable drawback of generating a plolgsexponential number of lemmas (which in
pradice ESC/Java usually avoid3]].

Dynamic program analyzers can offer radhan he source location of a manifested
error. While it may be too expensive to record a complete history of branches and data
valuesthat lead to an error, the additional information of a stack trace at the time the
error manifests itself can be useful. Some dynamic checking tools, like EEfergcord
a mllection of stack traces during a prograrexecution, and display in the tool’'s error
reporting a selection of these stack traces tbatribute to the manifestation of the error.

In model checking 3,23], one computes a set of states reachable forward from the
initial states or backward from the error states. In this setting, the application of next-state
or previous-state relations naturally lends itself to keeping track of how a state is reached.
This information can then be usedr&port error traces (see, e.g., SPIJ[or SMV [19]).

Going beyond static text and tabular output, some tools offer graphical replay of error
traces (see, e.g.14]).

Recent work in model checking has considered the generation of multiple correct and
erroneous execution traces, from which the clivegkool heuristically arrives at possible
sources of a manifested errorf12).

7. Conclusions

We havepresented a method for instrumentirgrification conditions with information
that makes it easy to produce, from a theorenmvpr's output, execution traces leading
to the errors discovered. Our method builds on ideas used to instrument verification
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conditions with information about the location of erroi§.[We have implemented our
method in ESC/Java.

Using the underlying theorem prover’s built-in support Falbels, we have found the
overhead of our instrumentation to be negligible. Through experiments, we have found a
sea of program points that are often useful to include in error traces. We have also found
a number of branch points that are commonly “expected”, and that are therefore better
suppressed in the error reporting to make error messages more focused.

One opportunity to suppress lines in theoeted error traces that our implementation
conspicuously does not act on is removing trace information that follows immediately
from the error location. For example, if an error is manifested irthiea branch of arif
staement, then our implementation ends up mentionindltlee branch in the error trace,
despite the fact that this is the only way fm execution to reach the error location.

The error messages produced by ESC/Java draw almost exclusively from the labels
reported by the theorem prover. That is, the rest of the counterexample context produced
by the theorem prover is mostly ignored, suggesting we've been successful at extracting
the most vital information from the theorem prover in a simple way.

On the other hand, for cases where the error traces are not enough to explain why
an error may occur, we have not been able tefulty extract further information from
the counterexample context, except as alluded t&éction 5 Such firther haresting of
information from counterexample contexts would make for interesting future work.
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